g

openSUSE

Reproducible builds

of openSUSE Factory

Bernhard M. Wiedemann
Cloud Software Developer
bmwiedemann@suse.de



Introduction



Where does our code come from
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What are reproducible builds?

e Getthe same results from building sources

* Two use-cases
- ideally bit-by-bit identical (thus same hashes)

— weaker: same content after applying some filters (via build-
compare)



Why reproducible builds?

e Need less trustin the build hosts
e Reduced load on build-service from rebuilds
 Smaller delta-rpms in update repos

e Find other bugs that corrupt data during build time (e.g.
boo#1021353, boo#1021335)


https://bugzilla.opensuse.org/show_bug.cgi?id=1021353
https://bugzilla.opensuse.org/show_bug.cgi?id=1021335

Typical problems

 embedded timestamps, hosthame
 embedded rebuild counters
* random .o file link order changes optimization

 compile-time CPU detection



new sources of randomness discovered

e $if 0%{?do_profiling} in.specfiles

* %ghost and $dir have (semi-random) sizes visible in rpm -gp
--dump

* unsorted globs in make, python, bam, boost/jam
- $(wildcard *.c) =>S$S(sort S$(wildcard ...))
— glob.glob("*.c") =>sorted(...)
— jam see https://github.com/boostorg/container/pull/50


https://github.com/boostorg/container/pull/50

Current state



Work done

e 2016: 71 submit-requests

e 2017:+92 submit-requests

e 2016: 6 bugs filed

e 2017:+4 bugs filed: 1016848, 1017666, 1017667, 1020147
e 2016: 4 upstream fixes merged

e 2017:+51 upstream fixes submitted - ~34 merged

e 2017: patches for build-compare to disable filters



rebuild-test-scripts

e available from
https://github.com/bmwiedemann/reproducibleopensuse

* including this presentation's source

https://github.com/bmwiedemann/reproducibleopensuse/blob
/master/presentation/reproducible.md
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How reproducible can we get?

 bit-identical with factory rpomand osc build
——define="'%_buildhost reproducible'
——define="%clamp_mtime_to_source_date_epoch
Yl
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Where do we want to go?

e fix all build-compare issues

e produce bit-identical rpms
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Join Us at www.opensuse.org
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License

This slide deck is licensed under the Creative Commons Attribution-ShareAlike 4.0 International license.
It can be shared and adapted for any purpose (even commercially) as long as Attribution is given and any
derivative work is distributed under the same license.

Details can be found at

General Disclaimer

This document is not to be construed as a promise by any participating organisation to develop, deliver, or
market a product. It is not a commitment to deliver any material, code, or functionality, and should not be
relied upon in making purchasing decisions. openSUSE makes no representations or warranties with respect
to the contents of this document, and specifically disclaims any express or implied warranties of
merchantability or fitness for any particular purpose. The development, release, and timing of features or
functionality described for openSUSE products remains at the sole discretion of openSUSE. Further,
openSUSE reserves the right to revise this document and to make changes to its content, at any time,
without obligation to notify any person or entity of such revisions or changes. All openSUSE marks
referenced in this presentation are trademarks or registered trademarks of SUSE LLC, in the United States
and other countries. All third-party trademarks are the property of their respective owners.
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